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Summary and scope

In this TechPaper we will outline the procedures which are required to update any G DATA
installation to version 14.1. The instructions in this paper are intended for use in an environment in
which version 12.x, 13.x or 14.x is already installed.

Typographic conventions

To emphasize and clarify some details in this document, critical passages are highlighted using
colour or a different font:

Command line input, folder paths and registry paths will use a monospaced
font

Any window titles, settings or menu sequences will be printed in italics

In case a passage has to be emphasized to avoid undesired consequences, it will be prefixed with
the word Caution, printed in red and bold.
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1. Preparation
It is recommended to create a database backup before starting the update process.

In order to do this, close G DATA Administrator. After G DATA Administrator has been closed, navigate
to the folder

C:\Program Files (x86)\G DATA\G DATA AntiVirus ManagementServer

and start the application GdmmsConfig.exe.

3 G Data ManagementServer - Configuration -
SQL Server
SQL Server: [ \GDATASQLSRV2KE v]
Login
Authentication |Windows authentication hd |
User name: [NT AUTHORITSYSTEM |
Password:
Database
Databases: GDATA_AntVirus_Management Server " |
| Read database list ‘ | Create new database... |
| Update database ‘
| Create database backup ‘ | Restore database |

Figure 1: GdmmsConfig.exe

After the application has started, click Create database backup. The following dialog will lead you to
the specific options regarding the creation of the backup. In here, you will also have the option to
select an external or internal storage location for the database backup.

The program update can be rolled out with or without a Staged distribution to the G DATA Security
Clients automatically or manually. For the automated distribution, the Staged distribution function
of the software is used.

Update staging can be configured in G DATA Administrator under G DATA Administrator > Options >
Server settings > Software updates.

Settings regarding the program update of G DATA Security Client can be configured under G DATA
Administrator > Client settings > General > Updates.
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Settings Email Synchronization Load imit  Backup Mobile
Staged distribution
[] Distribute automatic software updates by stages

() Define clients for the first stage automatically

(®) Define clients for the first stage manually

4 (=] 4 computer
« [ £ SERVER2012
4 [ £ DemoGdata
4[] g Berdin
- 4= Domain Controliers
& oc_serveros
& oc_serveroa
- O ﬂSenvers
+ [0 & Workstations
4 [Z] & Bochum
4 i Domain Controllers
sl OC_serveRD1
I oc_servero2
» O ﬂSelvers
4 O B ; -

Number of stages: 3 -

Release next stage after 3 I dayls)

Figure 2: Staged distribution dialog in G DATA Administrator

When not using the Staged distribution function, it is recommended to disable automatic program
updates using G DATA Administrator in order to then deploy the update group by group (or
individually).

Dashboard [8[E1H Client settings Android settings  Tasks  Pol

DEMOMMS ~ DEMOMMS F. AD_SERVERO1

DEMOMMS ~ DEMOMMS F. AD_SERVERD2

Install G Data Security Client...

Install G Data Security Client for Linux/Mac...
Uninstall G Data Security Client...

Installation overview

Reset to default

Move clients...

Edit assigned EULA...

Remove assigned EULA

EULA management

Assign G Data server...

Update virus signatures now

¥ | Update virus signatures automaticall
Update program files automatica
Reboot after program update 3

Delete...

Grant autherization

Properties

Figure 3: Manual update via context menu
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2. Updating to version 14.1
There are 2 methods of updating the software to version 14.1:

1) Online update using the application Internet Update.
2) Updating using an installation medium.

2.1.  Online update

To start the online update process, make sure that G DATA Administrator has been closed, then
start the Internet update tool on the G DATA ManagementServer. It is located under Start > All
programs > G DATA > G DATA ManagementServer > Internet Update or can alternatively be accessed
via the search function on the desktop.

& G Data ManagementServer - Internet update =3

‘fou can use the Intemet update to update the G D ata software vius database and program
files.

Enter the accass data that you received dunng product registrabion. Click the "Online registration”
button if you have not vet regretered.

User name: | Online jegistration... |
Password: akdsddaseni Irteinet saltings. . I
Region: :Eulﬂpl: ¥ |

To keep the data volume a3 smal as possible, the Intemet update will only be executed if a new
wersion exists on the G Data seiver.

Dizable the version check if fles on wour computer have been accidentally deleted of ovenwnthen

[ Wersion check
[ Oiffine update [files loaded from the directony)

Update virus database. . |
[ Lndale oo e (client] |
Update program fles (server]... |

Updates for virus signatures and program files (clhient) can be contiolled via the G Data
Admiristrator. The Administrator can also distnbute updates to chents,

Figure 4: Internet update dialog

After the application has started, select Update program files (server). This function will download
and install the updated components for G DATA ManagementServer. The SQL database which is used
by G DATA ManagementServer will be updated during this process. Components for G DATA Security
Client will also be downloaded, but not yet installed in this step. After the update process has
completed, select Update program files (client) to download updated components for G DATA
Exchange Mail Security. The distribution of the program update for G DATA Security Client and G DATA
Exchange Mail Security depends on local settings (see: 1. Preparation).
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2.2. Installation medium

Insert the installation DVD or medium on the computer or system on which your current G DATA
ManagementServer is installed and run setup.exe.

=10l ]
G DVD Drive (D:)GDB14
4

[~ Always do this for software and games:

Install or run program from your media

un Setup.EXE
ublished by G DATA Software AG

General options

J Open folder to view files

using Windows Explorer

In the next window select G DATA Management Server.

G G DATA SETUP

|| G DATA Management Server m O DATA Administrator
2
G DATA Security Client qa G DATA Boot Medium Wizard
)
m G DATA Web Administrator T G DATA Mobile Administrator
¢ [
m G DATA MailSecurity For Exchange
B

Management Server supervises and controls all workstation, notebook and file server dients, providing them with virus signature updates.
The installation indudes G DATA Administrator.

Exit

G DATA | SIMPLY SECURE
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The update process will start. Select Standard update in the following window to start the update
assistant.

G G DATA MANAGEMENT SERVER

Thank you for purchasing a G DATA product.

This wizard will guide you through the process of updating from G Data ManagementServer to G DATA
MAMNAGEMENT SERVER.

’ Standard update
ﬁ G Data ManagementServer will be updated with the currently installed features,

< Back Mext = Cancel

G DATA | SIMPLY SECURE

Read and agree to the license agreement before clicking on Next.

G G DATA MANAGEMENT SERVER

® You have to accept the license agreement in order to continue.

G DATA Software AG =
SOFTWARE LICENSE AGREEMENT =]

G DATA Software AG., its Affiliates and Licensees (hereafter “G DATA”) is willing to
license this Software (hereafter "SOFTWARE’) to you as a user (hereafter “USER")
provided that you accept all of the terms of this License agreement. Read the terms of
this agreement carefully. By clicking the referring button you accept this license
agreement as a legal and enforceable contract between USER and G DATA according
to the following provisions. If you don't agree. click on the respective button and do not
use or install or store this software on any PC.

1. DEFINITIONS.

“Signature- Updates™: Content used by G DATA products which is updated after
release by G DATA, ie. signatures defining viruses, spy-, crime- or other malware,
listings defining anti-phishing- or anti-spam-threats, firewall rules and further more. ;l

[¥ Laccept the license agreement;

Print... < Back Mext = Cancel

G DATA | SIMPLY SECURE
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The update process will now continue. When completed, click on Exit to finish the update process.

C Changes applied.

Changes to the installation of G DATA MAMAGEMENT SERVER were
successfully accepted.

3. Updating from a version prior to 12.0

This TechPaper describes the update scenario from version 12, 13 or version 14 to version 14.1.
Instructions and more technical details for updating from a version prior to 12.0 can be found in
TechPaper #0258.

4, Best practices

To make the transition to the latest version as smooth as possible, we recommend deploying the
update to a group of test clients first. Should any issues occur with the new version, they can be
tackled directly without having to individually address and mitigate them in multiple locations
throughout the network at the same time. The test group can be part of a dedicated test network or
aselected group of clientsin your production environment. Either should reflect the most commonly
found configurations of computers in your network.

If no issues arise during the test, the update can be deployed over the rest of the network. The length
of the testing period is not fixed, but in order to ensure its effectivity and the validity of its results,
the rule of thumb is to let the new version run in the test environment for a couple of days at least.
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If no red flags have shown during the testing period, you are good to go for deploying the client to
the rest of the network.

Admin  Organization  Options

@r Liax@sE |

Search for client... je

F -%— All ManagementServers
4[5 SERVER2012
» ﬂ Demo.Gdata
* ;a; MabileDevices

* ;& Motebooks

» ;& Servers
= NOTEBOCK13
k=l sERVERTT

5B wiN7-vaT3

» ;& Workstations

=l_rrnannTe

Figure 6: Example of a test client group

Allinformation in this document has been validated and undergone multiple levels of review.

Errors & omissions excepted.
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